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Who This Is For

I wrote this for two kinds of people.

The first is someone who just started on a service desk and wants to be good at it quickly, without learning every lesson the hard way. The second is a friend who is thinking about getting into IT and does not know where the door is. This is the door. Almost everyone I respect in this industry walked through it.

You do not need a background in technology to read this. Every term is explained the first time it appears. What you do need is the willingness to take responsibility for someone else's bad morning, which turns out to be most of the job.

How to Use This Manual

Read chapters 1 to 3 straight through. They are short, and everything after them assumes you have. After that, use it the way you would use any field manual: go to the chapter that matches what you are about to do, take the template, and adapt it.

Three things to know before you start:

	Text in square brackets is a blank you fill in. [INC0000000] becomes a real incident number. [SLA] becomes whatever your organization actually promised. Appendix C lists every one of them in two tables: the ones your organization sets once, and the ones you fill in each time you write.
	Remove every unused bracket before you send anything. A customer who receives [Name] in a message learns something about the desk that you would rather they did not learn.
	The ServiceNow material is in Appendix A and B. If your organization uses a different ticketing system, the principles in the main chapters still apply. Only the field names change.


Each chapter closes with two blocks. Key Takeaways is what to remember. The Mindset is what changes in you, because the habits this work builds are the reason it leads somewhere.

1. Purpose, Scope, and How to Use This Manual
1. Purpose, Scope, and How to Use This Manual

I spent my first months on a desk thinking the goal was to close tickets fast. The numbers looked good. Then a manager showed me three tickets I had closed that same week, all the same customer, all the same underlying issue. I had been fast three times instead of right once.
What I changed was small. Before closing anything, I started asking the customer one more question: has this happened to you before? And once a week I reread my own closed tickets, looking for the same name twice. Both habits cost me minutes and they cut my repeat contacts more than any technical skill I learned that year.
That is the difference between activity and service. Activity is what the queue measures. Service is whether the problem actually went away.


This manual provides a practical, repeatable standard for Tier 1, Tier 2, and Tier 3 IT helpdesk communication and incident handling. It covers first-contact intake and common resolutions, intermediate technical investigation, advanced troubleshooting, escalation between tiers, coordination with resolver groups and vendors, and consistent customer expectation management.
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2. Roles, Ownership, and Communication Principles

The first time I escalated a ticket, I thought I was passing a problem to someone smarter. I was wrong. What I was passing along was not a problem. It was a customer who was still stuck, and with them, everything they had already spent while I tried to fix it: the time they waited on me, the steps I asked them to repeat, the workaround that did not hold, and the deadline now sitting much closer than when they first called.
Once I understood that, I changed how I escalated. I started writing the handoff as if I were the one who had to pick it up cold, with no context and no patience. I listed what I had ruled out, not only what I had tried, because that is the part that saves the next person an hour. And I called the customer before the transfer, so they heard it from me instead of discovering it in a status change. None of that was in my job description. All of it took about ten extra minutes.
Those ten minutes were the whole difference. Tier 2 stopped repeating my work. The customer stopped having to tell the story twice. My name started coming up when somebody needed a thing handled properly. That is what going the extra mile actually looks like on a service desk. It is not heroics. It is refusing to hand somebody a problem in worse shape than you found it.


2.0 Four Kinds of Work, and Why Telling Them Apart Comes First

Before any of the tiers make sense, you need to know what kind of work has just landed on your desk. There are four, and mixing them up is the most common mistake a new support professional makes.

	Incident. Something that used to work is broken or degraded. A laptop will not connect. A report will not open. The goal is to restore service, fast. Everything in this manual is written mainly for incidents.
	Service request. Nothing is broken. Somebody wants something they are entitled to: access to an application, a new mailbox, a replacement mouse. The goal is to fulfil it correctly, not to troubleshoot.
	Problem. The underlying cause behind incidents that keep coming back. You are not expected to solve problems at Tier 1, but you are the person most likely to notice one, because you see the repeats before anyone else.
	Change. A planned modification to the environment. Changes follow their own approval process. When a change causes an incident, say so in the record: that link is often the fastest route to a fix.


Get this classification right at intake and the rest of the process works. Get it wrong and a simple request spends three days in a troubleshooting queue while the customer waits.

A few words you will meet constantly, in plain language:

	An SLA, or service level agreement, is the promise your organization has made about how fast it will respond and resolve. It is a commitment to the customer, and it is also how your work gets measured.
	A configuration item, often shortened to CI, is any single thing the organization tracks: a laptop, a server, an application, a network link. Naming the right CI is what lets somebody find the incident later.
	A resolver group is the team that owns a particular technology. Routing to the right one is half of a good escalation.
	A knowledge article is an approved, written procedure. If one exists, use it. If one should exist and does not, write it.


2.1 Tiered Support Model and Shared Ownership

The tiers are not a ranking of people. They are a division of access, authority, and depth. A Tier 1 support professional who writes a clean handoff is worth more to the organization than a Tier 3 engineer who cannot explain what they did.

	Each tier owns the incident while it is assigned to that tier. Escalation transfers technical responsibility only after a complete handoff.
	All tiers confirm the issue, impact, affected scope, contact details, and next action.
	No tier should repeat completed troubleshooting without a documented reason.
	The customer receives one coherent update path even when several teams participate.
	Priority, security concerns, major-incident indicators, and SLA risk are reassessed throughout the lifecycle, not just at intake.
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3. Intake, Triage, and Communication Cadence

The worst hour of my week used to be the one I spent re-contacting customers to ask what I should have asked the first time. Every one of those calls started with an apology and ended with a customer who trusted me slightly less.
So I wrote the questions on a card and refused to end a contact until I had all of them. The one I had been skipping was the most valuable: when did this last work properly? That single answer tells the next person where to start looking, and I had been leaving it out of almost every ticket.
Intake is not paperwork. It is the difference between one conversation and four, and the customer can feel which one they are in.


Intake is where an incident either becomes solvable or becomes a guessing game. Triage is where it gets the attention it actually deserves. Cadence is the promise you make about staying in touch. Those three decisions happen in the first few minutes, and they set the tone for everything that follows.

3.1 Minimum Intake Data

Collect all of it before you troubleshoot deeply. Every item here exists because somebody once lost hours for the want of it.

	Customer name, department, location, contact method, and availability.
	Service or configuration item. Add device name, application, version, and environment when they are relevant.
	Exact symptom and error text. Screenshots or logs only when approved and sanitized.
	Start time, last known working time, frequency, and whether it can be reproduced.
	Number and type of users affected, the business process affected, and the deadline or operational consequence.
	Recent changes, attempted fixes, outcomes, and the current workaround.


"Last known working time" is the one people skip, and it is often the most valuable line in the record. It tells the next person where to start looking.

3.2 Priority Validation

Assess impact and urgency using the approved priority matrix. Impact is how much of the business is affected. Urgency is how fast the consequence arrives. Together they produce the priority, which drives the service target you are held to.

Do not raise priority solely because a customer asks you to. Document the business impact that supports the priority instead. This is not about saying no to people. It is about keeping the word "critical" meaningful, so that when something really is critical, the organization still reacts.

Reassess whenever scope, workaround availability, safety, security, regulatory exposure, or a critical deadline changes.
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4. Email Communication Guide and Templates

Email is the part of this job that outlives you. A call ends and is remembered vaguely. An email gets forwarded to a director six weeks later, when nobody remembers the context and all that is left is how it reads. I write every one of them as if it will be read by somebody I have never met, because often enough it is.


Email is where most of the desk's reputation is built. It is also the channel where an unclear message costs the most, because the customer cannot ask a follow-up question and get an answer in the same minute. Say what is known, what is needed, and what happens next, and you will rarely be asked to explain yourself twice.

4.1 Email Standards

	Use a searchable subject: [Incident number] - [service] - [status/action].
	Keep one incident per thread unless a major-incident process requires consolidation.
	Use bullets for actions, findings, and questions.
	Place detailed logs in approved attachments or the incident record, not in a customer-facing email.
	Use “Reply all” only when every recipient needs the update.


4.2 Tier 1 Ticket Email and Automated-Response Library

Tier 1 uses this library for ticket intake, automated notices, self-service guidance, routine escalation, after-hours receipt, and post-resolution follow-up. Sections 4.3–4.7 provide the corresponding specialist-led messages after a support professional has accepted ownership. Every message should reduce uncertainty without making promises the service desk cannot verify. Automated messages must confirm receipt rather than imply that investigation has begun, and they must distinguish response targets from approved restoration estimates. Self-service guidance should supplement, not block, assisted support, and automated routing must follow approved security, accessibility, and knowledge-management controls.

Table 4.1: Which email template to use.

	Situation	Template	Must include
	Common, low-risk issue with a current KB article	Self-Service Guidance	Specific resources, path back to assisted support, next response target
	Ticket just submitted	Automated Ticket Receipt	Incident number, received time, expected initial response, support hours
	Needs specialist work	Tier Escalation Notice	New owner, status, impact, workaround, next update time
	A promised milestone will be missed	Delayed Investigation or Revised Estimate	What changed, what is active, revised commitment
	Submitted outside support hours	After-Hours Automated Receipt	When coverage resumes, urgent-issue path
	Fix applied; customer must act	Resolution and Customer Action	What was done, what the customer confirms, fallback
	Customer is dissatisfied	Complaint Acknowledgement	Impact acknowledged, facts, next step and owner
	Incident closed	Post-Resolution Feedback Request	Short, optional, easy to answer



Self-Service Guidance

Offer self-service when the issue is common, low risk, and supported by a current approved knowledge article. Select resources that match the reported symptom instead of sending a generic portal page. Do not ask the customer to repeat steps already documented, and provide a clear path back to assisted support.

Subject: [INC0000000] - Recommended first steps for [service]

Hello [Name],

We received your request regarding [brief issue]. The following approved resources may help you restore service without waiting for an appointment:

	[Descriptive title of resource or procedure]
	[Descriptive title of resource or procedure]


If you have already completed these steps, they do not resolve the issue, or you cannot safely perform them, reply with the step reached and any visible error. We will continue the incident under the applicable service target. Do not send passwords or authentication codes.

Incident: [INC0000000] Next response target: [date/time/time zone or SLA-based target] Self-service location: [approved knowledge portal]

Automated Ticket Receipt

Use this message to confirm successful submission and set expectations. It should not state that active investigation has begun unless assignment and review are verified.

Subject: [INC0000000] - Support request received

Hello [Name],

Your support request for [brief issue] was received at [date/time/time zone] and recorded as incident [INC0000000]. It is awaiting review under the applicable priority and service target.

Current recorded impact: [impact, if known] Expected initial response: [target, not an unverified resolution time] Support hours: [hours and time zone]

You may reply to add relevant details, including the most recent occurrence time and exact error text. Do not include passwords, authentication codes, private keys, or unrelated personal information. Approved self-help information is available at [knowledge portal].

Tier Escalation Notice

Explain why specialist involvement is needed without describing the original routing as a customer error or system failure. Give the next-update commitment rather than an unsupported resolution estimate.

Subject: [INC0000000] - Escalated for specialist review

Hello [Name],

Our initial review shows that this incident requires [advanced access/specialized analysis/a resolver group]. We have transferred the technical work to [Tier 2/Tier 3/resolver group] and included the reported symptoms, business impact, timeline, completed checks, results, and available evidence.

Current status: [Assigned/Investigating/Awaiting specialist] Current impact: [impact] Workaround: [available/not available] Next update: [date/time/time zone]

You do not need to repeat the information already recorded. If the impact or affected scope changes, reply to this message and reference [INC0000000].

Delayed Investigation or Revised Estimate

Send an update before a promised milestone is missed. State what changed, what remains active, and the revised commitment. Do not use a generic apology in place of useful status information.

Subject: [INC0000000] - Revised support update

Hello [Name],

The investigation is taking longer than the previous estimate because [plain-language reason or dependency]. Since the last update, we completed [actions/findings]. The current impact is [unchanged/revised impact], and [workaround status].

Next, [owner/team] will [specific action]. Our revised [next-update/restoration estimate, if approved] is [date/time/time zone]. We will contact you sooner if the status changes.

After-Hours Automated Receipt

Use the approved after-hours path for the relevant service. The message must explain when normal coverage resumes and how urgent qualifying issues are handled.

Subject: [INC0000000] - Request received outside support hours

Hello [Name],

Your request was received outside standard support hours. Normal support coverage resumes on [date] at [time and time zone]. The incident is recorded as [INC0000000] and will be reviewed according to the applicable priority and service target.

If the issue meets the published emergency criteria (such as [approved examples]), contact [approved on-call method]. Otherwise, no additional submission is needed. You may reply with relevant details, but do not send passwords or authentication codes.

Resolution and Customer Action

Send a resolution message only after the technical restoration is verified. Identify any customer action needed to complete validation, and separate service restoration from final closure.

Subject: [INC0000000] - Service restored; action requested

Hello [Name],

We completed [resolution action] at [date/time/time zone] and verified [technical checks]. To complete validation, please:

	[Customer step]
	[Customer step]


Reply with the result by [date/time]. If the issue returns, include the occurrence time, action attempted, and visible error. The incident will be closed according to [validation or closure rule].

Complaint Acknowledgement

Use the organization’s complaint process and designated owner. Acknowledge the concern, preserve the customer’s wording in the internal record, and avoid promising a specific remedy before review.

Subject: [INC0000000] - Service concern received

Hello [Name],

We received your concern regarding [service experience, delay, communication, or outcome]. It has been recorded and routed to [complaint owner/managerial review group] for review.

Review reference: [reference, if separate] Expected acknowledgement or response: [approved target] Next step: [review/contact method]

You may reply with dates, messages, or other relevant facts. We will handle the concern under the approved complaint and privacy processes.

Post-Resolution Feedback Request

Request feedback only after resolution or closure, keep participation optional, and use the approved survey channel.

Subject: [INC0000000] - Optional feedback on your support experience

Hello [Name],

Incident [INC0000000] regarding [brief issue] has been [resolved/closed]. If you would like to provide feedback, please use [approved survey link or method]. Your response is optional and will be used to improve support processes and customer communication.

If the technical issue has returned, do not use the survey for assistance; contact [support channel] and reference the incident number.

Automation and Knowledge Controls

	Use automation to classify or recommend content only within approved governance and confidence thresholds.
	Provide an obvious path to a person when the recommendation is irrelevant, unsuccessful, inaccessible, or unsafe.
	Do not expose internal notes, restricted knowledge, confidential data, or inferred sensitive information in automated replies.
	Test keyword and AI-assisted routing for false matches, ambiguous language, accessibility, and multilingual requests.
	Track whether suggested articles solved eligible issues, generated repeat contacts, or delayed escalation.
	Retire or correct links when knowledge changes; assign an owner and review date to every customer-facing article.


4.3 Initial Acknowledgement

Subject: [INC0000000] - [Service] - Support review started

Hello [Name],

I have taken ownership of incident [INC0000000] regarding [one-sentence issue]. I understand the current impact is [business impact and affected scope].

I am reviewing [logs/configuration/recent changes] and will next [specific action]. If available, please send [specific missing information] using [approved secure method]. Please do not send passwords or authentication codes.

I will provide the next update by [date, time, time zone], even if the investigation is still in progress.

Regards, [Name] Tier 3 IT Helpdesk [contact details]

4.4 Information Request

Subject: [INC0000000] - Information needed to continue

Hello [Name],

To continue troubleshooting [issue], please provide the following:

	[Exact item or test result]
	[Time of the most recent occurrence, including time zone]
	[Affected device/application/account identifier; no secrets]


Please provide this by [date/time] if possible. If the issue is no longer occurring, let me know what changed. If collecting this information disrupts your work, stop and contact us at [method].

Next update: [date/time/time zone].

4.5 Progress Update

Subject: [INC0000000] - Investigation update - [brief status]

Hello [Name],

Status: [Investigating / Mitigated / Monitoring / Awaiting vendor]. Impact: [unchanged or revised impact].

Since the last update, we [completed actions]. We confirmed [facts] and ruled out [items]. Our current working theory is [hypothesis], which is not yet confirmed.

Next, [owner/team] will [action]. No action is required from you at this time / Please [specific action]. The next update will be provided by [date/time/time zone].

4.6 Resolution and Validation

Subject: [INC0000000] - Service restored; validation requested

Hello [Name],

We completed [resolution action] at [date/time/time zone]. We validated [technical checks], and the service is currently [available/performing normally].

Please confirm whether you can now [customer validation step]. If the problem returns, reply with the time, action attempted, and any visible error. We will monitor through [time/date] and close the incident after [validation rule].

4.7 Closure

Subject: [INC0000000] - Incident closed - [service]

Hello [Name],

Incident [INC0000000] has been closed following [customer confirmation / monitoring period / approved closure rule].

Issue: [concise symptom] Cause: [confirmed cause or “not conclusively determined”] Resolution: [action taken] Validation: [evidence/customer confirmation] Prevention/follow-up: [problem/change/knowledge record or none]

If the same issue returns, contact [support channel] and reference this incident.

	KEY TAKEAWAYS  ✓ Use a searchable subject: incident number, service, and status.  ✓ One incident per thread; logs belong in the record, not the email.  ✓ Choose the template by situation (Table 4.1), then remove every unused bracket.  ✓ Never claim active investigation until assignment and review are verified.



The Mindset

There is a moment, usually a few months in, when something changes. You stop writing messages to get a task off your desk. You start writing them so the reader does not have to think. You begin trimming your own sentences. You notice that "we are looking into it" says nothing, and you replace it. That instinct, writing for the person receiving instead of for yourself, is the single most transferable skill in this manual. It is what makes a good escalation, a good handover note, a good incident report, and eventually a good manager.

5. Phone Communication Guide and Scripts
5. Phone Communication Guide and Scripts

A customer once spent the first four minutes of a call telling me about her week. I was young and impatient and I kept trying to steer her back to the error message. Buried in minute three was the detail that solved it: she had changed desks on Monday. A different network port had been in front of me the whole time, and I had been talking over it.
After that I changed two things. I stopped interrupting for the first minute, whatever was being said. And I replaced my opening question with a wider one: what has changed recently, anywhere, even if it seems unrelated? People cannot answer a narrow question with information they do not know is relevant.
Listening is not the soft part of this job. It is the diagnostic.


The phone is the only channel where the customer hears whether you are calm. Everything else can be edited before it is sent. On a call, your tone is the product. The scripts below exist so that you do not have to invent language while somebody is upset, but they are a floor and not a ceiling. Read them until they are yours, then stop reading them.

5.1 Call Flow

	Open: Identify yourself, the team, and the incident.
	Confirm: Restate the issue and impact; obtain agreement.
	Set the agenda: Explain the purpose and expected duration of the call.
	Diagnose: Ask one question at a time and narrate only customer-relevant actions.
	Protect: Stop the customer from sharing passwords, codes, or unrelated sensitive information.
	Summarize: Review findings, changes made, residual risk, and workaround.
	Close: Confirm next action, owner, follow-up time, and incident number.
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6. Messaging and Chat Guide

Chat feels casual, and that is exactly the trap. The record it leaves is just as permanent as an email, and it is read later by people who were not in the conversation. I treat every chat as a written record that happens to be fast, not as a conversation that happens to be written down.


6.1 Messaging Standards

	Use messaging for quick coordination, short updates, and scheduling, not as the sole technical record.
	Send one clear request at a time; avoid fragmented messages.
	Move to phone or a meeting when troubleshooting becomes complex, disruptive, or sensitive.
	Summarize material decisions and test results in ServiceNow.


Table 6.1: Choosing the right channel.

	Channel	Best for	Switch away when	Record in ServiceNow
	Email	Formal updates, templates, requests with deadlines, audit trail	A fast back-and-forth is needed	Summary of each customer-facing update
	Phone	Complex diagnosis, disruptive actions, difficult conversations	Details must be written down precisely	Tests, results, consent, commitments
	Chat / messaging	Quick checks, short status, scheduling	Troubleshooting becomes complex, disruptive, or sensitive	Material decisions and test results
	ServiceNow	The authoritative technical record	Never; it is always updated	Everything material, chronologically



6.2 Initial Message

Hello [Name], I’m [Name] with Tier 3 IT Support, working on [INC0000000] for [issue]. Is now a good time for a brief [5–10]-minute check? I need to confirm [specific item].

6.3 Short Status Update

Update for [INC0000000]: [current status]. We completed [action] and found [fact]. Next, [owner] is [action]. No action is needed from you / Please [request]. Next update by [time and time zone].

6.4 Move to a Call

This requires several interactive checks and may briefly affect [service]. To reduce disruption, can we switch to a call at [time options]? I will document the results in the incident.

6.5 Customer Unavailable

I was unable to reach you regarding [INC0000000]. To continue, we need [specific information/action]. Please respond by [date/time]. If we do not hear back, the incident will follow the [pending-customer/closure] process described in our support policy.

6.6 Chat Wrap-Up

Summary for [INC0000000]: We [actions], observed [results], and [restored/did not restore] service. Next action: [action] by [owner]. Next update: [time]. I will add this summary to the incident record.

	KEY TAKEAWAYS  ✓ Messaging is for coordination; ServiceNow remains the record.  ✓ One clear request per message; avoid fragments.  ✓ Move to a call when checks become interactive or disruptive.  ✓ End every chat with a summary and add it to the incident.



The Mindset

Speed tempts you into shorthand, and shorthand is where accuracy goes to die. The discipline chat teaches is compression without loss: say the whole thing, say it short, and do not make the reader assemble it. Get that right and you will find it follows you into stand-ups, into incident bridges, and into the one-line summary an executive actually reads.

7. Major Incident and Broad-Impact Communications
7. Major Incident and Broad-Impact Communications

The first major incident I worked, I spent twenty minutes trying to fix something that four hundred people had already noticed. I was proud of how hard I was working. Meanwhile the phones kept ringing, because nobody had told anyone anything.
Now my first action in a major incident is not technical. Before I open a single log, I make sure three things have been said out loud: this is known, this person owns it, and the next update comes at this time. Then I go and troubleshoot. The fix does not arrive any later, and several hundred people stop having to ask.
Nobody needed me to be clever that day. They needed to know it was known, that somebody owned it, and when they would hear again. I have never forgotten the order of those three.


7.1 When to Engage the Major-Incident Process

Follow the approved major-incident process when impact meets organizational thresholds, such as a critical service outage, widespread degradation, material security concern, safety risk, or severe business interruption. Do not independently declare severity outside your authority; escalate with evidence.
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8. Specialized Customer Scenarios

Early on I walked a customer through a standard password reset three times before I understood that she could not see the screen well enough to read the field labels back to me. The script was fine. The script was not the problem. I was following it instead of noticing the person in front of it.
Now, when a standard approach fails twice, I stop and ask a different kind of question: is this the right procedure for this person, in this situation, today? Sometimes the answer changes the whole call.
Every scenario in this chapter is the same lesson. The standard approach fits most people. The ones it does not fit are the ones who will remember how you treated them.


Table 8.1: Scenario quick-picker.

	If you see…	Use	First move
	Work needs a planned session	10.1 Scheduled Troubleshooting	Offer time options with time zones and prerequisites
	Temporary relief is available	10.2 Workaround Provided	State limitation, risk, and when to stop using it
	The issue will not recur on demand	10.3 Unable to Reproduce	Ask for specific evidence if it recurs; do not call it resolved
	Same issue already reported	10.4 Duplicate Incident	Link to the master incident and redirect updates
	Request is not break/fix	10.5 Out-of-Scope Request	Route to the correct request or change record
	Customer refuses a step	10.6 Customer Declines	Document reason, alternatives, and agreed next action
	Phishing, malware, or data exposure	10.7 Security-Sensitive	Invoke the security process immediately; preserve evidence



8.1 Scheduled Troubleshooting Appointment

Hello [Name], I would like to schedule [duration] to troubleshoot [INC number/issue]. During the session we may [impact]. Please save your work and ensure [prerequisite]. Available times: [options with time zone]. If none work, send two alternatives.

8.2 Workaround Provided

While we continue investigating, you can use this temporary workaround: [steps]. Limitation: [what it does not solve]. Risk or side effect: [value]. Stop using it and contact us if [condition]. This workaround is not the final resolution.

8.3 Unable to Reproduce

We could not reproduce the issue using [environment/tests] at [time]. This does not confirm the issue is resolved. Please capture [specific approved evidence] if it recurs, including the time and action performed. We will [monitor/hold open] until [date or criterion].

8.4 Duplicate Incident

This incident duplicates [master incident]. To keep updates consistent, future investigation and communication will continue under [master number]. Your reported impact and contact details have been linked to the master incident.

8.5 Out-of-Scope Request

The requested work falls outside incident restoration because [reason]. I have [created/routed/recommended] [request/change/project record] [number]. The incident will continue only for [remaining break/fix scope].

8.6 Customer Declines Troubleshooting

At [time], the customer declined [specific step] because [stated reason]. I explained the expected benefit, impact, and alternatives. Agreed next action: [value]. Incident status and follow-up: [value].

8.7 Security-Sensitive Symptoms

If compromise, phishing, malware, unauthorized access, data exposure, or credential theft is suspected, follow the security-incident process immediately. Preserve evidence, limit disclosure to need-to-know channels, avoid making attribution claims, and do not instruct the customer to destroy or alter evidence unless authorized.

	KEY TAKEAWAYS  ✓ Match the scenario first, then the template.  ✓ A workaround always states its limitation and stop condition.  ✓ “Unable to reproduce” never means “resolved.”  ✓ Security-sensitive symptoms go straight to the security process.



The Mindset

Process exists so that the ordinary case is handled well without thinking. Judgment exists for everything else. Knowing which situation you are in is the skill. So is being willing to slow down and ask, rather than force a script onto a person it does not fit. That is what separates someone following instructions from someone doing the job. Nobody can write that rule for you. You build it by paying attention.

9. Writing Style, Accessibility, and Customer Care
9. Writing Style, Accessibility, and Customer Care

I used to think writing well was decoration on top of the technical work. Then I inherited an incident from an engineer who had solved something genuinely difficult and recorded it as "fixed, see notes." There were no notes. His skill was real and it died with that ticket.
What I do now takes one extra minute. Before I close anything, I reread the record and ask whether a stranger could repeat what I did from it alone. If not, I add the missing sentence. Usually it is one sentence.
In this job the writing is the work product. The fix lives for a day. The record of it lives for years.


9.1 Plain-Language Checklist

	Use short sentences and active voice.
	Put the required action before background detail.
	Define acronyms on first use.
	Use numbered steps for procedures and bullets for options.
	Use descriptive link text rather than “click here.”
	Do not rely on color alone to convey status.
	Provide text equivalents for information visible only in screenshots.


9.2 Preferred Wording

	Avoid	Prefer
	“User error”	“The current configuration does not support this workflow.”
	“As I already said”	“To clarify the next step…”
	“It should work now”	“Our tests passed; please confirm by completing [step].”
	“We are looking into it”	“We are reviewing [specific evidence] and will update you by [time].”
	“Nothing is wrong”	“We did not detect a fault during [tests/time window].”
	“ASAP”	“By [date/time/time zone].”



9.3 De-escalation Practices

	Acknowledge the operational impact without assigning blame.
	State confirmed facts and immediate priorities.
	Offer bounded choices when possible.
	Do not argue about emotion, intent, or fault.
	If conduct becomes abusive or unsafe, follow the approved workplace-safety and escalation process.


	TRY IT: REWRITE THE MESSAGE  Rewrite this update using the preferred wording in Table 9.2 and the six blocks in Figure 2.2: “We are looking into it. It should work soon. Nothing is wrong on our end.”  What good looks like: “We are reviewing the authentication logs from 9:00–9:30 ET. We did not detect a server fault during that window. Next, the identity team will test your account on a second device. We will update you by 2:00 PM ET under INC0012345.”



	KEY TAKEAWAYS  ✓ Lead with the action; background comes second.  ✓ Write for accessibility: define acronyms, never rely on color alone.  ✓ Swap vague phrases for specific evidence and times.  ✓ De-escalate with facts and bounded choices, and never argue fault.



The Mindset

Accessibility and plain language get filed under courtesy, and they are, but they are also precision. A sentence that a tired person can follow on a phone screen is a sentence you actually thought through. When you start editing your own writing for the reader rather than for yourself, you are practising the same discipline that makes good documentation, good runbooks, and good architecture decisions later. Clear writing is clear thinking, made visible.

10. Quality Assurance, Review, and Metrics
10. Quality Assurance, Review, and Metrics

Metrics made me defensive for years. I read them as a verdict on whether I was fast enough. The change came when I started using them as a question instead: why did that category spike, why do these tickets reopen, what is the desk not being told? Numbers you interrogate are useful. Numbers you only obey are a scoreboard.


10.1 Pre-Send Check

	Is the incident number correct?
	Is the status clear in the first paragraph?
	Are impact and scope factual and current?
	Does every request specify exactly what is needed?
	Is there a named owner and next-update time?
	Have speculation, blame, secrets, and unnecessary personal data been removed?
	Are dates, times, and time zones unambiguous?
	Does the customer-facing message match the ServiceNow record?


10.2 Work Note Audit

	Chronology is complete and timestamps are clear.
	Actions include reasons and outcomes, not only activity statements.
	Diagnosis distinguishes evidence from assumptions.
	Handoffs identify the requested next action.
	Resolution is reproducible and validation is documented.


10.3 Useful Operational Measures

Use metrics to improve the process rather than score individuals in isolation. Examples include acknowledgement timeliness, percentage of updates delivered by the promised time, reopen rate, documentation completeness, escalation quality, customer effort indicators, knowledge-article reuse, and incidents linked to problem or change records. Interpret metrics alongside priority, complexity, dependencies, and support hours.

[image: Sample dashboard with four KPI tiles, a six-month on-time update trend against a 90 percent target, and a bar chart of incidents resolved by tier.]11. Quick-Reference Playbooks
11. Quick-Reference Playbooks

This is the chapter to print and keep next to the monitor. Everything before it explains the reasoning. This is the part you use while the phone is ringing.


11.1 New Tier 1 Assignment

	Confirm the customer’s identity when required and capture contact availability.
	Record the exact symptom, error, start time, affected scope, service/CI, business impact, and workaround.
	Check for outages, duplicates, security indicators, and major-incident conditions.
	Apply approved knowledge and first-contact troubleshooting within Tier 1 limits.
	Validate the result with the customer and document it.
	If unresolved, send a complete handoff to Tier 2 and tell the customer what happens next.


11.2 New Tier 2 Assignment

	Review the Tier 1 timeline, actions, evidence, categorization, and priority.
	Clarify gaps before repeating any troubleshooting.
	Perform approved advanced diagnostics and administrative remediation.
	Record hypotheses, tests, results, configuration changes, and rollback information.
	Resolve and validate, or escalate to Tier 3 with a precise technical request and complete evidence.
	Maintain the promised customer-update cadence throughout the handoff.


11.3 New Tier 3 Assignment

	Read the full history and linked records.
	Validate service, CI, impact, urgency, and priority.
	Identify missing evidence and avoid repeating completed steps.
	Post an ownership work note.
	Acknowledge the customer and set the next update.
	Build a test plan with rollback or stop conditions.
	Engage dependencies with a complete handoff.


11.4 Every Update

	State current status and impact.
	Record what changed since the prior update.
	Distinguish facts, hypotheses, and unknowns.
	Name the next action and owner.
	Set the next update time.
	Synchronize customer communication and ServiceNow notes.


11.5 Before Closure

	Confirm restoration and customer validation.
	Record cause honestly, including when undetermined.
	Document the exact resolution and evidence.
	Link follow-up records.
	Send a closure summary.
	Apply the correct closure code and policy.


The Mindset

A playbook is not a substitute for understanding, it is what understanding looks like once it has been used enough times to compress. Follow these until they are automatic, and then notice the day you deviate on purpose and can explain why. That is the moment you stopped being someone who executes procedures and became someone who could write them.

12. Implementation and Customization Checklist
12. Implementation and Customization Checklist

A manual nobody adapted is a manual nobody uses. This chapter is the work that turns this document from something you read into something your desk actually runs on. Appendix C lists every value you need to fill in.


	Insert the approved priority matrix and SLA targets.
	Define support hours, time-zone standard, and after-hours escalation path.
	Replace contact placeholders with approved channels.
	Map ServiceNow field names, states, resolution codes, assignment groups, and mandatory fields to the local instance.
	Add major-incident declaration thresholds and communications ownership.
	Add security, privacy, records-retention, and acceptable-use references.
	Confirm pending-customer reminders and auto-closure timing.
	Approve templates with Service Desk leadership, ServiceNow administration, Security, and Communications.
	Pilot the templates, collect feedback from the support team and from customers, and revise.


12.1 Local Configuration Record

Standard acknowledgement target: [value] Normal update cadence: [value] High-impact update cadence: [value] Pending-customer follow-up: [value] Closure after no response: [value] Major-incident contact: [value] Security operations contact: [value] ServiceNow administrator: [value] Approved secure file-transfer method: [value] Manual owner and next review date: [value]

The Mindset

Somebody has to own the standard, keep it current, and retire the parts that stopped being true. Volunteering for that unglamorous work is one of the quietest ways to become senior. It makes you the person who knows how the whole operation actually functions, rather than only your part of it. Offer to own a section. It is a bigger step than it looks.

A Final Word: Where the Helpdesk Can Take You
A Final Word: Where the Helpdesk Can Take You

If you have reached this page, you have done more than read a manual. You have studied the craft of helping people when technology gets in their way, and that craft is the foundation of a career in IT.

The helpdesk is often described as "entry level." A better description is foundation level. Few roles see the whole technology landscape the way the service desk does. In a single shift you may touch identity, networks, endpoints, applications, cloud services, and security, and you see every one of them through the eyes of the people who depend on them. That perspective is rare, and it stays valuable at every stage of your career.

The skills in this manual go with you wherever you go next. Structured troubleshooting, clear documentation, calm communication under pressure, prioritizing by real business impact, and complete handoffs are the everyday work of network engineers, security analysts, cloud architects, site reliability engineers, and IT leaders. The escalation you write today is a preview of the engineering you will do tomorrow.

[image: Hub diagram with the IT service desk at the center linked to eight career areas: networking, cybersecurity, cloud, systems administration, DevOps and SRE, data and AI, ITSM and leadership, and application support.]Appendices
Appendices

The two appendices that follow are specific to ServiceNow, the ticketing system used where I work. They are here rather than in the main chapters for a reason. The principles in chapters 1 to 12 apply on any platform. I did not want a reader on a different system to think this manual was not for them.

If you use ServiceNow, read these as chapters. If you use something else, the field names will differ but the discipline does not: record the same facts, in the same order, with the same honesty about what is confirmed and what is still a theory.
Appendix A. ServiceNow Incident Management Guide
Appendix A. ServiceNow Incident Management Guide

A.1 Record Quality Standard

A complete incident record must answer: What failed? Who or what was affected? When did it begin? What evidence supports the diagnosis? What was tried? What changed? Who owns the next action? When is the next update? How was restoration validated?

A.2 Opening an Incident

	Field	Required content
	Short description	[Service/CI] - [specific symptom] - [scope/location]
	Description	Reporter, contact, start time, symptom, exact error, scope, business impact, urgency, environment, recent changes, and reproduction steps.
	Configuration item	Most specific verified affected CI; avoid guessing.
	Category/subcategory	Closest approved taxonomy value.
	Impact and urgency	Values supported by documented business facts.
	Assignment group	Group accountable for the next technical action.
	Attachments	Sanitized, relevant, approved evidence with timestamps.



Tier-Specific ServiceNow Expectations

Tier 1: Create a complete intake record, select the best verified category and configuration item, record customer authentication when required, document every approved first-contact action and result, attach sanitized evidence, and either resolve with validation or escalate with a complete handoff.

Tier 2: Validate Tier 1 data, correct classification when evidence supports it, record deeper diagnostics and administrative actions, link related incidents or knowledge, document hypotheses and outcomes, and include a precise engineering question when escalating.

Tier 3: Preserve the diagnostic chain, document specialist findings and technical decisions, link changes/problems/vendor cases, record risk and rollback information, validate restoration at both technical and customer levels, and identify preventive follow-up.

Opening Work Note Template

Tier [1/2/3] intake - [date/time/time zone] Reported by: [name/contact] Service/CI: [value] Environment/location: [value] Issue: [observable symptom and exact error] Started/last known good: [times] Scope: [users/devices/sites] Business impact: [process/deadline/revenue/safety if applicable] Workaround: [available/not available and limitations] Recent changes: [details/none known] Prior troubleshooting: [actions and results] Initial hypothesis: [clearly labeled hypothesis] Next action/owner: [action - person/group] Next customer update: [date/time/time zone]

A.3 Updating an Incident

Add a work note after each meaningful action, finding, handoff, customer contact, priority change, or decision. Do not overwrite history. Use customer-visible comments only for information appropriate to the requester.

Technical Work Note Template

Update - [date/time/time zone] - [author] Action performed: [precise action/command/change reference] Reason: [what was being tested or corrected] Result/evidence: [output, metric, log time, test result] Impact during action: [none/details] Finding: [confirmed fact] Hypothesis status: [supported/ruled out/pending] Next action/owner: [value] Dependency/blocker: [value or none] Next update: [date/time/time zone]

Customer Comment Template

Status: [Investigating/Mitigated/Monitoring/Awaiting information]. [Plain-language summary of work completed]. Current impact is [impact]. Next, [team] will [action]. [Customer action, if any]. Next update by [date/time/time zone].

A.4 Pending States

Use the correct pending reason. State what is being awaited, from whom, the request date, follow-up date, and what happens if no response is received. A pending state is not a substitute for ownership.

[image: Incident states New, In Progress, Resolved, Closed, with an On Hold loop from In Progress and a reopen arrow from Resolved back to In Progress.]Appendix B. ServiceNow Transfer, Escalation, Resolution, and Closure
Appendix B. ServiceNow Transfer, Escalation, Resolution, and Closure

Before any transfer, walk the decision path in Figure B.1. It keeps security and major-incident signals from being lost in a routine handoff.

[image: Flowchart: check for security, safety, or major-incident signs; if within your limits resolve and document, otherwise build a complete handoff and perform a warm transfer with a customer update.]Appendix C. What to Fill In Before You Use This Manual
Appendix C. What to Fill In Before You Use This Manual

This manual is written with blanks in square brackets so it can be adapted to any organization. There are two kinds, and only the first kind is work.

C.1 Set These Once

These are your organization's actual values. Somebody decides them once, and then the whole manual is ready to use. This is the table to take into the meeting where the manual gets approved.

The values below are worked examples, not defaults. They belong to Enterprise Technologies, a fictional company invented for this manual. They are filled in so you can see what a completed table looks like and how specific each answer needs to be. Replace every one of them with your own approved values before anybody uses these templates. A number that came from a book and not from your service owner is worse than a blank.


	Placeholder	Example value at Enterprise Technologies
	[SLA] and [target]	P1: respond 15 min, restore 4 h. P2: respond 1 h, restore 8 h. P3: respond 4 h, restore 3 business days
	[support hours] and [hours and time zone]	Monday to Friday, 07:00 to 19:00 Eastern Time
	[business-day target]	One business day
	[30/60] update interval for high-impact work	30 minutes for P1, 60 minutes for P2
	[resolver group]	Network Operations, Identity Services, Endpoint Engineering, Application Support
	[bridge link]	https://meet.enterprisetech.example/major-incident
	[approved knowledge portal]	https://support.enterprisetech.example/kb
	[support channel]	Service Desk portal, or +1 555 0100
	[approved on-call method]	Major Incident hotline, +1 555 0199
	[approved examples] of emergency criteria	Complete site outage; payroll system unavailable on a pay date; security incident with active data exposure
	[complaint owner/managerial review group]	Service Desk Manager, escalating to the IT Service Owner
	[approved survey link or method]	Post-resolution survey sent automatically by ServiceNow
	[approved secure method] for sending information	Enterprise secure file transfer, https://secure.enterprisetech.example
	[validation or closure rule]	Closed three business days after customer confirmation, or five business days with no response



The .example domains above are reserved by standard for documentation, so they can never belong to a real company. That is deliberate: nothing in this table should resolve to anything.

Chapter 12 has the wider implementation checklist. This table is the minimum set without which the templates cannot be sent.

C.2 Fill These In As You Write

Everything else in brackets is filled in per message and needs no preparation: the incident number, the customer name, a date and time, the specific action you took. They are obvious in context.

One rule covers all of them:

Before you send anything, search the message for `[` and `]`.


It takes two seconds. A customer who receives an unfilled bracket learns something about the desk that you would rather they did not learn.

Glossary
Glossary

Plain definitions of every term this manual uses. If you are new, read this once before chapter 1 and come back whenever a word stops you.

Assignment group. The queue a ticket sits in, which decides which team sees it. Putting a ticket in the wrong assignment group is the most common cause of a day lost.

Audit trail. The record of who did what and when. It is what lets the organization reconstruct events later, and it is why notes matter even when nobody seems to be reading them.

Cadence. How often you promise to update the customer. Agreeing a cadence and meeting it matters more than the content of any single update.

Change. A planned modification to the environment, approved in advance. Changes are not incidents, but they cause a surprising number of them.

Closure. The formal end of an incident, after resolution has been validated. Restoring service and closing the record are two different events.

Configuration item (CI). Any single thing the organization tracks: a laptop, a server, an application, a network link. Naming the right one is what lets someone find this incident again in six months.

CMDB. Configuration management database. The inventory where configuration items and their relationships live.

Escalation. Moving technical responsibility to a tier or team with more access or deeper knowledge. It is a transfer of work, not a complaint, and it is only complete when the receiving side has what they need.

First contact resolution. The share of contacts solved without escalating or calling the customer back. A useful measure, and a dangerous target if it pushes people to close things that are not actually fixed.

Handoff. The package of facts you give the next person: symptoms, errors, timeline, impact, what you tried, what happened, and what you are asking them to do. The quality of your handoffs is your professional reputation.

Impact. How much of the business is affected. One of the two inputs to priority.

Incident. Something that used to work is broken or degraded, and service needs to be restored. Most of this manual is about incidents.

Intake. The first capture of information about an incident. Done well, the incident is solvable. Done poorly, everything after it is guesswork.

Knowledge article (KB article). An approved written procedure. If one exists, use it. If one should exist and does not, write it.

Major incident. An incident with broad or severe impact that triggers its own process, its own communications, and usually its own bridge call.

MTTR. Mean time to resolve or restore. The average time incidents take. Useful as a trend, misleading as a judgment on any single ticket.

On-call. The rota of people reachable outside support hours for qualifying urgent issues.

Priority. The result of impact combined with urgency. It drives the service target. It is a documented judgment, not a negotiation.

Problem. The underlying cause behind incidents that keep recurring. Tier 1 is not expected to solve problems, but is best placed to spot them.

Reopen rate. How often closed incidents come back. A high reopen rate usually means closure is happening before validation.

Resolver group. The team that owns a particular technology. Routing to the right one is half of a good escalation.

Root cause. The confirmed reason something failed. Until it is confirmed, it is a hypothesis, and this manual asks you to label it as one.

Self-service. Approved material that lets a customer resolve a common issue without waiting. It should supplement assisted support, never block it.

Service request. Somebody wants something they are entitled to, and nothing is broken: access, equipment, a new account. Fulfil it correctly rather than troubleshooting it.

SLA. Service level agreement. The promise your organization made about how fast it will respond and resolve. It is a commitment to the customer and it is also how your work gets measured.

Ticket. The record of a piece of work. Used loosely for both incidents and requests, which is exactly why classifying properly at intake matters.

Tier 1, Tier 2, Tier 3. A division of access, authority, and depth, not a ranking of people. Tier 1 is first contact, Tier 2 is deeper investigation, Tier 3 is specialist engineering.

Triage. Deciding what something is and how urgent it is, so it gets the attention it deserves.

Urgency. How quickly the consequence arrives. The other input to priority.

Validation. Confirming with the customer, or by test, that service is genuinely restored. Closing without validation is how reopen rates climb.

VIP or executive handling. A defined process for contacts whose role makes an outage unusually disruptive. It changes routing and communication, and it does not change honesty.

Workaround. A temporary way for the customer to keep working while the underlying fault is still open. Offering one early is often worth more to the customer than a fast fix.

5W1H. Who, what, when, where, why, and how. The question set that keeps discovery complete when you are under pressure and tempted to skip ahead.
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